Betfair Developer Program

VENDOR APPLICATION CERTIFICATION CHECKLIST
· Please reference the Vendor Certification page within the BDP site for full information.
STEP 1
	Security Checklist

	Item
	Comply
	No
	N/A
	Comments

	An application may not communicate with the API through a proxy of any description. 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	A Vendor must not have visibility of a user's Betfair username, password or any other sensitive data that may link a user of a product to a Betfair account.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	An application must communicate directly with Betfair via the API to validate a customer.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	An application must not store or log the username or password in plain text. If the user has chosen to store their username or password locally (by performing an explicit action to indicate their wish to do so) it should be encrypted (AES with minimum 128 bits key length).
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	An application must display an agree/disagree model dialog to the user when the user indicates a desire to store their username and/or password locally. The default action of the dialog should be to not save the details.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	An application must use the Vendor-registered user ID (not the Betfair username) credentials to validate subscription, fetch news and update the application and all other Vendor/application specific communication.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	An application must use the Vendor-registered user ID (not the Betfair username) credentials to validate subscription, fetch news and update the application and all other Vendor/application specific communication.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	The application must provide a 'Logout' function
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	An application must use the Vendor-registered user ID (not the Betfair username) credentials to validate subscription, fetch news and update the application and all other Vendor/application specific communication.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	The Application Key must be obfuscated from the end user.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	The provisioning of the account to use the application with the Betfair API must be via API-NG Vendor Services
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	The application should only require permissions that are strictly required for its functionality. If you include functionality that requires additional permissions and becomes authorized to access user private data, these permissions must be properly justified (localization services for instance).
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Application Details

	
	Yes
	No
	N/A
	

	Version
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Application type
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Product overview and outline of functionality
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	URL to download test client
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Details of encryption
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Session management and username/password handling
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Source code of logon and session management
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Gambling Commission Requirements 

	Item
	Yes
	No
	N/A
	

	Confirmation that you have read and adhered to the Gambling Commission Requirements?
	Yes
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Product Authorisation Checklist

	Item
	Yes
	No
	N/A
	

	
	
	
	
	

	You understand that your application should not make any more than five market prices requests, per market in any one second. Read more about the way Betfair caches data requests here .
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	the application includes a link to the Betfair Charges page for customer reference
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	The application requests gZipped responses from the API  (read more about enabling gZipping here )
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	The application supports forced updates to customers
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	  

	the application does not make any more than five market prices requests, per market in any one second
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	The application does not reveal the assigned Application Key to users
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Product Authorisation submission

	Item
	Yes
	No
	N/A
	

	A user manual or comprehensive list of features is supplied.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	A versioning URL that can be used by the application and Betfair is provided 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Breakdown of the calls your application makes (default settings and maximum requests per second)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	If you are releasing a new version of an application, you will need to submit a breakdown of the calls comparing the current version with the new version to be released.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	You have read the Advertising and Marketing Guidelines here in relation to any promotional material including your product website.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	

	Any other information?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	


STEP 2

Once we have received the above and completed our review (please allow up to 4 weeks) we will contact you confirming the certification and will provided access to the Vendor Services API along with a Live Application Key.

STEP 3
Once you’ve implemented the Vendor Services API and have confirmed the release data of your application we’ll request further details for listing your application in the Betfair Apps Directory.
Versioning URL Guidance FAQ article
Software Vendors must provide a versioning URL that can be used by the application and Betfair.  The versioning URL must allow the application to determine if the current version has been disabled, what the latest version of the software is, and a URL where the latest version of the software may be obtained.

· The versioning URL should be stable and the format of the request/response and the actual URL should not change unless absolutely necessary.

· The versioning URL could be implemented as a static resource, as an example:

$ curl https://updates.mysoftware.com/checkUpdates.xml
<xml>
<earliestVersion>2.6</earliestVersion>
<disabledVersions>2.8.1,2.8.2</disabledVersions>
<latestVersion url="https://mysoftware.com/myApp2.9.zip">2.9</latestVersion>
</xml>


· The versioning URL may be implemented as a dynamic resource that accepts various parameters and performs customised checks before responding.  Within the response, it must include if the current version is disabled (and the user must upgrade) and the latest version of the software.

Software Vendor may use whatever schema they chose to label their software version numbers.  The previous definitions of maintenance, minor and major are not related to version labels such as “2.x” or “3.2.4” although they may well be aligned in most cases.

New Application Versions

All new versions of certified software must be supplied to Betfair with comprehensive release notes using the release notes form provided by Betfair.  This should include the following details:

· Changes to the login, registration or software authentication flow

· Bugs fixes – full details of the bug/defect that has been fixed in the new release

· New features

· Changes to the software’s data usage profile

New application versions will be categorized in the following way:

Maintenance releases 

· Defined as changes that only include: textual changes, UI element position changes, UI element colour changes and fixes for defects that correct incorrect coding of existing features.

· Maintenance releases should be reviewed before releasing to customers.  However, if there are critical/major defects impacting customers then the release may be performed before the Betfair review process is complete.

· Software Vendors should allow 3 working days for the review to be completed

Minor releases 

· Defined as changes that build upon maintenance releases and additionally include: minor changes to the workflow within an application (for example, changing an existing complex view of form into a multi-step wizard), small features that do not significantly change how a user interacts with the software (for example, adding a “fill at least £x” or a “fill within x seconds” parameter to an existing “fill or kill” feature.

· Minor enhancements releases must be reviewed before releasing to customers.  In many cases Betfair will allow the release to proceed before the review process is complete.

· Software Vendors should allow 7 working days for the review to be completed.


Major releases 
· Defined as any change more significant than a minor release.  If any new features are added to your application then that would qualify as a major release (for example, adding a risk-bot that attempts to reduce your exposure to a target level).  Significant code changes that have no visible customer change would still qualify as a major change (e.g. moving from one programming language to another)

· Software Vendors should allow 3 working weeks for the review to be completed.

Betfair will respond to new application version submissions in one of the following ways:

1. Request for additional information.  Your application review will probably not be completed until the requested information is provided.

2. Non-compliant with reasons.  Your application has one or more significant fault that must be resolved before it can be given to customers.

3. Compliant with minor issues.  Your application is compliant, but one or more areas of improvement were identified.  The application may be provided to customers.

4. Compliant with no issues.  Your application is compliant and no issues were identified.

5. Review later.  Your application’s changes are deemed to be very low risk (for example for maintenance releases or minor releases).  Betfair will continue to review the application and will provide additional feedback, but the application may be provided to customers.

Please note:

If Software Vendors are found to be non-compliant with the software certification requirements or fail to comply with the new application version requirements, Betfair reserve the right to suspend the application.
Betfair also reserve the right to retest an application in the event that no changes have been submitted.
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